CISO

CYBERSECURITY

4

WEBSITE PRIVACY POLICY

PRIVACY POLICY



file:///C:/Users/ASUS/Downloads/HubSpot%20Webinar%20Kit%20(1).zip

WEBSITE PRIVACY POLICY J g[!g§umw

SECTION II — POLICY

1. Introduction

CISO Cybersecurity Private Limited (CCPL) respects the importance of your privacy. We are
committed to safeguarding personal data and ensuring transparency in how it is collected, used,
and protected. This policy applies to customers, subscribers, learners, visitors to our websites, and
applicants who provide personal data through our platforms or services.

This Privacy Policy outlines our practices for handling personal information in compliance with the
Information Technology Act, 2000, the Information Technology Rules, 2011, and international
privacy laws such as the EU General Data Protection Regulation (GDPR).

By using our websites (e.g., https://www.cisocybersecurity.com, https://www.digiproctor.com,
https://www.easytalent.in) or services, you consent to the terms of this Privacy Policy.

If you do not agree with the policy terms, please refrain from using our websites or sharing your
personal information.

2. Information We Collect

2.1 Types of Information Collected
We may collect the following types of information:

e Personal Information: Name, email address, phone number, company name, or other contact
details provided through forms, subscriptions, or registrations.

e Sensitive Personal Information: Data such as passwords, financial details, health records, or
other sensitive information as per applicable laws.

o Device and Usage Information: IP address, browser type, device identifiers, and activity on
our websites or services.

e Customer Support and Service Data: Details provided during support interactions.

e Cookies and Similar Technologies: Data collected through cookies for improving user
experience and website performance.

2.2 Collection Methods
We collect information through:
e Direct Interactions: When you fill out forms, subscribe, or contact us.

e Automated Technologies: Cookies, log files, and analytics tools to track activity on our
websites.

e Third Parties: Information shared by partners or affiliates under lawful agreements.
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2.3 How We Use Collected Data
Your data is used to:

o Fulfill contractual commitments, provide services, and respond to requests.
e Improve our products, websites, and user experience.

o Perform analytics and enhance marketing campaigns.

o Ensure data security and compliance with applicable laws.

o Communicate updates, offers, or important notices.

3. Data Sharing and Disclosure

3.1 Third-Party Sharing
CCPL does not sell or lease personal information to third parties. We may share data with:

e Vendors and Subcontractors: To support service delivery and internal operations.
e Law Enforcement: If required by law or to protect our rights.

o Affiliates and Partners: For legitimate business purposes under strict confidentiality
agreements.

3.2 International Data Transfers

Data may be stored or processed in servers located in India or internationally, including the United
States, the UK, and other regions where CCPL operates. Appropriate safeguards are ensured for
international transfers.

4. Data Protection and Security

We implement robust measures to secure personal data, including:

e Encryption: Secure Socket Layer (SSL) technology for sensitive data.

e Access Controls: Role-based access with multi-factor authentication.

e Physical Security: Restricted access to facilities and secure data centers.

e Regular Audits: Continuous monitoring and risk assessments in line with PIMS practices.

Note: Despite our efforts, no system is entirely secure. Users are advised to practice caution and
report suspicious activities.
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5. Your Rights

You have the following rights under applicable data protection laws:

e Access: Request details of your personal data processed by CCPL.

e Correction: Update inaccurate or incomplete information.

e Erasure: Request deletion of your data, subject to legal obligations.

o Data Portability: Obtain a copy of your data in a commonly used format.
e Object to Processing: Restrict certain types of data processing.

e Withdraw Consent: Revoke previously granted consent at any time.

To exercise your rights, contact us at dpo@cisocybersecurity.com.

6. Cookies and Tracking Technologies

We use cookies to:

o Enhance website functionality and user experience.

o Collect aggregated statistics for analysis and improvements.
e Support secure login and session management.

For detailed information, refer to our Cookies Policy.

7. Data Retention

We retain personal data only as long as necessary to fulfill contractual, legal, or operational
requirements. Upon expiration of retention periods, data is securely deleted or anonymized.

8. Children’s Privacy

Our websites are not intended for individuals under 18 years of age. We do not knowingly collect
data from minors. If such information is inadvertently collected, contact us for its removal.

9. Updates to the Privacy Policy

This Privacy Policy may be updated periodically to reflect changes in regulations or business
practices. Users are encouraged to review the policy regularly. Updates will be indicated with a
"Last Updated"” date.
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10. Contact Us

For queries or grievances related to this policy, contact:

Data Privacy Manager (DPM)

Himesh Yadav

CISO Cybersecurity Private Limited

The Statesman House, First Floor, Statesman Chambers

148, Barakhamba Road, New Delhi — 110001
Email: himesh.yadav@cisocybersecurity.com
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